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© 000 «KPUNTO-MNPO>», 2000-2019. Bce npaBsa 3awuiueHbi.

ABTOpCKUe MpaBa Ha CpeacTBo KpunTorpadudeckoii 3awmuTel uHdopmauumn Kpuntollpo CSP n akcnayaTtaumoHHyto
AOKYMEHTALMIO K HEMY 3aperncTprnpoBaHbl B Poccuiickom areHTCTBe No naTeHTam 1 ToBapHbIM 3Hakam (PocnateHT).

JokyMeHT BXoAuT B KOMMEKT nocTaekm nporpammHoro obecnevenns CK3U Kpuntollpo CSP sepcun 5.0 KC1; Ha
HEro PacrnpoCTPaHSIIOTCA BCE YCJIOBUS JINLEH3NOHHOIO COrnalleHusi. bes cneuymansHOro nMCbMEHHOrO pa3peLueHus
000 «KPUMNTO-MPO>» foKyMEHT nan ero 4acTb B 3EKTPOHHOM WK NEYAaTHOM BUAE HE MOTYT OblTb CKONMMPOBaHbI
U MepefaHbl TPETBUM JINLAM C KOMMEPHECKON LEeNbHo.

CtpaHnua 2 us 28



MKTAN.00101-01 91 07. Kpuntollpo CSP. Pykoeoacteo agmunuctpaTtopa besonactoctu. Vcnonssosanne CK3U
nog ynpaenennem OC Mac OS

Copep>xaHue

CRMCOK COKPALLEHUI . . . . . . . . . 5
1 OcHoBHble TexHU4Yeckme aaHHble n xapaktepuctukn CK3W . . . . . . . . .. . ... ... ... ... 6
1.1 TllporpammHo-annapaTHble Cpefbl PYHKLUMOHUPOBAHMS . . . . o o o o oov o e e e 6
1.2 KAYEBbIE HOCUTEMM . . . o o v v e i e e e e e e e e e e e e 6

2 VYcraHoBka guctpubytusa MO CK3W . . . . . . . . .. 7
3 O6Hoenenne MO CK3W . . . . . . e 9
4 Hactponika CK3W . . . . . . . e 10
4.1 [Joctyn k ytuaute gnsa Hactpoiiku CK3W . . . . . . oo 10
4.2 BBog CepUIHOrO HOMEPA JIMLEH3MN . . o . o . o o i e e e e e e e 10
4.3 Hactpoiika obopymoeanuss CK3W . . . . . . . . . 10
4.4 YcTaHOBKA MapaMETPOB XKYPHAMMPOBAHUIST . . . . . v o v e i e e e e e e e e e e e 11
4.5 HacTpoiika KpUNToNpoBaiAepa MO YMOMYAHUMIO . . . . . o v v v vt e e e e e e e e e 12
4.6 BkitoueHne peXxmma yCuaeHHOro KOHTPOJISt UCNOJb30BaHUSA KIKOYeR . . . . . . . . . . . . . . . . .. 12
4.7 HacTpoiika NapaMeTpPoB afifOPUTMOB . . . . . . . o vt v e e e e e 13

5 VYcCTaHOBKA COMYTCTBYIOLUMX MAKETOB . . . . . . o o o it ot e e e e e e e e e 14
5.1 Bwubnuwoteka libcurl . . . . 14

6 CocraB n Ha3HadeHue komnoHeHT MO CK3W . . . . . . . . . ... .. .. . 15
6.1 Basoeble mogynu CK3W . . . . . . . oL 15
6.1.1 bBubnuorteka libcsp . . . . . .. 15

6.1.2 bBubauoteka libcspr . . . . . L 15

6.1.3 [pailisepHasi bubnuoteka drvesp . . . . . . L L L 15

6.1.4 Mogynu cetesoii ayteHtudpukauum Kpuntollpo TLS . . . . . . . . . . . . ... ... ... .. 15

6.1.5 Mogynb cpverify . . . . . 15

6.1.6 Mogynb wipefile . . . . . . L 16

6.2 Mogynn nogcucteMbl NporpaMMHoili cpefbl hyHKLMOHMpoBaHus kpuntocpeacTea (CP) . . . . . . .. 16
6.2.1 Mogynb libcapi20 . . . . . . . 16

6.2.2 Bubnvoreka librdrrdr . . . . L. 16

6.2.3 Mogynu yCTpoiCTB XpaHEHUSI KOHEBOM MHAPOPMALIMM . . . . . o o o o o e e 16

6.2.4 bBubauoteka librdrsup . . . . . ... 16

6.2.5 Mogynn JaTumMKOB CAYHARHBIX HYUCEN . . . . . . . . o i 16

7 Bcrpausanne CK3WU B npuknagrHoe MO . . . . . . . . . .. . 17
8 Tpebosanus no 3awmte ot HCO . . . . . . . . . . .. 18
8.1 OpraHusayunoHHo-TexHuyeckue Mepbl 3awmtel ot HCO . . 0 . o 0 o 000 18
8.2 [HononHutensHsble HacTpoiiku OC Mac OS X . . . . . . . . . . . . 20

9 TpeboBaHus No KPUNTOrpahuyUEcKOl 3aLLUNTE . . . . . . . . o . o o ottt 25
MpunoxeHne A. YnpaBneHue NPOTOKOJMUPOBAHUEM . . . . . . . . . . o v it e e e e 27

CtpaHnua 3 us 28



MKTAN.00101-01 91 07. Kpuntollpo CSP. Pykoeoacteo agmunuctpaTtopa besonactoctu. Vcnonssosanne CK3U
nog ynpaenennem OC Mac OS

AHHOTaUMNSA

Hactosiwee Pykosoacteo pononnsier gokymeHt MKTHAM.00101-01 91 01. Kpuntollpo CSP. Pykosoactso
agMmuHucTpaTopa besonacHoctu. Obwas vacts npu ucnonssosavun CK3W nog ynpaenennem OC Mac OS.

NHcTpykumn agMmuHmcTpaTopam 6e30MacHOCTM U NOJIb30BATENAM Pa3finyHbIX aBTOMaTU3MPOBAHHLIX CUCTEM,
ncnonbsytowmx CK3U Kpuntollpo CSP sepcust 5.0 KC1 Vicnonnenne 1-Base, gonxHbl paspabaTbiBaThCs € y4eTOM
TpeboBaHuli HACTOALLErO JOKYMEHTA.
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Cnuncok onpeaeneHnii n cokpalleHunii

CRL Cnucok otosBaHHbix ceptucpukatos (Certificate Revocation List)
APM ABTOMaTN3MpoBaHHOE paboyee MECTO

AC ABTOMaTN3MpOBaHHAs CUCTEMA

rMA [MBKWiA MarHUTHBIN AKUCK

AcH Jatumk cnyyaiinbix 4ncen

HDD Mectkuii marHuThblii guck (Hard Disk Drive)

HCA HecaHkuoHnpoBaHHbIA gocTyn

0oC OnepauuoHHasi cuctema

NAK MporpammMHo-annapaTHbI KOMMIEKC

no MNporpammHoe obecneyeHne

Peructpauymns  [pucsoeHne onpepeneHHbix aTpubyToB (agpeca, HOMepa KtOYa, MPaB MCNOAb30BaHWS U T.M.)
aboHeHTy

PernamenT COBOKYMHOCTb MHCTPYKUMWIA 1 APYroii pernaMeHTUpyroLWein [oKyMeHTauun, obecnedunsatouleli
byHKLNOHMPOBaHNE aBTOMATU3NPOBAHHON CUCTEMbI BO BCEX PEeXMMaXx

CBT CpeacTea BbIMNCANTENBHOR TEXHUKK

CeptudbmkaT  IDNEKTPOHHBIA LOKYMEHT, MOATBEPXKAAIOWNIA MPUHAANEXKHOCTL OTKPLITOrO KJO4Ya WM KJtoYa
MPOBEPKIN 3NEKTPOHHO MOAMNUCA N OMpPefesieHHbIX aTPUOYTOB KOHKPETHOMY abOHEHTY

Ceptudbmkaums lNpouecc n3roToeseHust cepTudpmkaTa OTKPLITOrO KAOYa WM KAOYa MPOBEPKU SJIEKTPOHHON
nognucy aboHeHTa B LEHTPe cepTudukaumnn

CK3M CpeacTtso KpunTorpacn4eckoin 3awmnTsl uHopmauum
CocC Cnncok otosBaHHbix cepTudpukatos (Certificate Revocation List)
CcC CnpaBo4HMK CepTUCUKATOB OTKPbLITLIX K/tOYEH 1 KAOYell MPOBEPKU SNEKTPOHHOW MOAMMUCK.

CeTeBoii CnpaBoOYHNK

Co Cpesa pyHKUNOHUPOBAHUS

fe Llentp Ceptudpmkauum (Yaocrosepsitowmii LleHtp)
LP LlenTp Peructpauyun

24 DNEKTPOHHbIW JOKYMEHT

aon DNeKTPOHHAsi NOANMUCH
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1 OcHoBHble TexHun4deckue AdHHbIEe N XapaKTepUuCtumukmn

CK3U

CK3WN Kpuntollpo CSP paspabotaHa B COOTBETCTBUM C KpunTorpacpuyeckum uHTepdeincom upmbi
Microsoft — Cryptographic Service Provider (CSP).

1.1 TlMporpammHo-annapaTHble cpeabl (PyHKLUOHUPOBAHUA

CK3W Kpuntollpo CSP Bepcun 5.0 KC1 (XKTHA.00101-01) noa ynpaeneHnem OC Mac OS X ucnonb3yercst
B MPOrpaMMHO-annapaTHbIX Cpeaax:

Mac OS X 10.9/10.10/10.11/10.12/10.13/10.14 (x64).

Co cpokamm 3KcnjlyaTauuu OMNepauLMoHHbIX CUCTEM, B cpee KoTopbix dyHkumonupyet CK3W, moxHo
O3HAKOMUTBLCS MO CJIeAYIOLEMY afpecy:

http://www.apple.com/support/

1.2 KnouyeBble HOCUTENn

MNepeyeHb NOAAEPKNBAEMbBIX KIHOUEBLIX HOCUTENEN B 3aBUCUMOCTW OT MPOrpaMMHO-annapaTHoOl nnaTgopMmbi
otpaxer B XKTA.00101-01 30 01. Kpuntollpo CSP. ®opmynsp, n. 3.9.

Vicnonb3oBaHue HocuTeneid Apyrux TWMNOB AOMYCKAeTCst ToNbkO no cornacosaHuto ¢ PCh Poccun.

HocuTeneir, Ho He BxoasaT apaiisepsl ans OC. Mo Bonpocam nosnyyeHusi gpaiieepoB HeobxoanMo obpalaThes

@ Mpumevanne. B coctas auctpmbytusa CK3U Bxogat 6ubnmotekm nopaepky BCeX MEPEYNCIEHHbBIX
K NPOM3BOAUTENISIM COOTBETCTBYIOLLNX YCTPOCTB.
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2 VYctaHoBka aunctpubytusa N0 CK3U

VcTaHoBka, yganeHue un oboeneHue [1O ocywecTeasieTcs OT UMEHW MOJbL30BATENs, MMEIOLLEro Mpasa
aAMUHUCTpaTOpa — NoA YYETHO 3anuncbto root Wan C UCNONb30BaHNEM KOMaHAabl sudo.

CK3WM Kpuntollpo CSP Tpebyet crnepytolieli nociefoBaTe/lbHOCTU YCTAHOBKU: CHadafa YCTaHaB/WBAETCA
nposalifep, 3aTeM YCTaHABAUBAKOTCA OCTaJibHble MOAY/IN, BXOASLLME B COCTAB KOMMJIEKTALUN.

B OC Mac OS X gnis yctaHoBku, yganenus n obHoenenusi [0 npumensitotcst naketsl (packages). MNaket — apxus
anctpubyTuea, cogepxawuii daiinel yCTaHaBANBAEMOrO NPUIOXKEHUS U (haiifibl, NCMOL3YHOWMNECS NHCTAIATOPOM
ONs KoHdpurypupoBaHus cpeabl. AucTpubyTue nocTaBnsieTcss B ynakoBaHHOM Buge, umeetr dopmaTt .dmg u
npeacraenseT coboli 0bpas AMCKa, cogepXXallnii nakeT.

[ns ynpaeneHns nakeTaMun UCMONbL3YHOTCA CTaHAAPTHbIE CPeACTBA AMs ynpasneHus naketamm Mac OS.

[ns yctaHoBku naketa uyepe3 rpacdmyeckuii uHTepdeiic oTKpoiiTe LBOMHBLIM LWENYKOM 0bpas Ancka
c guctpubytueom (dmg), a 3atem [ABOWHbIM wenykom no caiiny naketa (mpkg) 3anyctute ycraHoeky. [ns
YCTaHOBKW CnefyiiTe yka3aHusam mactepa. [locie 3aBeplueHmns yCTaHOBKM MOXXHO OTMOHTUPOBaTb ANCK CTaHAAPTHLIMY
cpeacteamu OC.

[ns ycTaHOBKWN M3 KOMaHAHOW CTPOKU NPUMOHTUPYIATE ANCK:
hdiutil attach ru.cryptopro.csp-5.0.dmg

VcTaHOoBUTE NakeT Npu NMOMOLLM CUCTEMHOI yTuanTsl installer:
cd /Volumes/ru.cryptopro.csp-5.0

installer -pkg ru.cryptopro.csp-5.0.mpkg -target "/"
OTMoHTMpYyiiTe Anck:

hdiutil detach /Volumes/ru.cryptopro.csp-5.0

Ons ypaneHnss nakeTa wucnonb3yetcs CcKpunT uninstall_csp, KOTOPbIA MNOCTaBAseTCA BMeCTe C
anctpubytreom. Heobxogumo 3anycTuth faHHbIA CKPUNT C MpaBamu Cyneprosib3oBaTens.

@aiinbl U3 NakeToB yCcTaHaBAMBatoTCcA B /opt/cprocsp.

Maketr puctpubyTtuea Kpuntollpo CSP cogepxut B cebe Gonee menkme nakeTel, obecnedumsatowme paboty
pasHbix nogcuctem kpuntonposaiigepa. [Npn yctanoske Kpuntollpo CSP MoxHO BbIOOpOYHO ycTaHaBAMBaThL 3TU
nakeTol. [1py 5TOM HEKOTOPbIE NaKETLI ABASIOTCS 0bsi3aTENbHBIMU U ByAyT YCTaHOBJEHBI B JIIODOM Cllyyae, HEKOTOpbIe
— [OMOJIHNTENbHLIMA N UX MOXHO YCTaHaB/JWBaTb WM HE YCTaHaB/AMBaTb B 3aBMCUMOCTU OT MPEANOoaraeMoro
ncnonb3osarusi Kpuntollpo CSP. KpaTkoe onucanue naketos gaHo B Tabanue HasHadveHusi naketos (cm. Tabn. 1).

MakeTbl nMmetoT apxuTekTypy universal binary n cogepxart B cebe 32-paspsgHyto (i386) n 64-paspsgHyto (x86
64) nogcucTemsi.
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Tabnuua 1. HazHavyeHus nakeTos

Nwmsi naketa | HazHaveHne nakeTta
ObsizaTeNbHble NakeTbl

CPRObase |BasoBblii nakeT, ycTaHaBNMBAETCS NEPBbLIM.

CPROrdr OcHoBgHble npunoxenusi, cuutoieatenn u JCH.

CPROkc1  |Mpoeaiigep KC1.

CPROcpl CAPILite, nporpammbl u 6bubnnotekn pans  BbLICOKOYPOBHEBOW paboTel ¢  Kpuntorpadueii
(ceptucbmkatamu, CMS. . ).

JononHutensHble NakeTbl

CPROcspd | MakeT ans paspabotumka. lNakeT BygeT ycTaHOBAEH MO YMONHYAHUIO.

CPROcurl  |VTtunuTta curl n 6ubnuoreka libcurl gns pabotel ¢ cetbto ¢ nopaepxkoit SSL/TLS uyepes Kpuntollpo
CSP. MNakeT byaeT ycTaHOBMEH NO YMOJHYAHUIO.

CPROp11 |WnTepdeiic PKCS11 gns goctyna K dpykHUMsIM KpunTtonpogaiigepa. lNaket He byaer yctaHoBneH no
YMOYaHMIO.

CPROrdp Mogynn nogaepxxkn PCSC-cunteisateneii, cmapt-kapt (PUK, Ockap, Maructpa. . . ). MNaket He byger
YCTaHOBJIEH MO YMOMYAHWIO.

CPROdrvd |lMakeT pnsi paspabotuuka gpaiisepos. [akeT He ByaeT yCTaHOB/EH MO YMOHAHUIO.

CPROstnl | Vhusepcanshbiii SSL/TLS TynHens. MakeT He DyaeT yCTaHOBIEH NO YMOMYAHUIO.

CPROrdemv | Moaynb nogaepxkn EMV.
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3 QO6HosneHune NO CK3U

Ons obHoenenus MO CK3U va OC Mac OS Heobxogumo:
® 3aMOMHUTL TekyLyyto KoHdurypauuto CSP;
— Habop yCTaHOBJEHHBIX MaKETOB.;
— HacTpoiikn npoBaiigepa (A1 NPOCTOTbI MOXHO coxpaHuTb /etc/opt/cprocsp/config[64].ini);
® yoanuTh Npu nomoui ckpunta uninstall_csp, koTopbili noctasnsietcs Bmecte ¢ CK3W, Bce naketbl
KpunTtollpo CSP;
® YCTAaHOBWUTL aHanorn4yHble HoBble nakeTsl CK3U;
e Npu HeobXxoAMMOCTU BHECTM U3MeHeHUst B HacTpoilikm (MoxHo nocmoTpets diff craporo n Hosoro
config[64].ini);
® KJIOYM N CePTUMKATLI COXPAHSOTCS aBTOMATUHECKM.
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4 Hactpoiika CK3U

4.1 [doctyn k ytununte gna Hactpoiiku CK3U

Hacrpoiika CK3W ocywectensieTcsi ¢ nomowbto ytuanTel cpconfig, KoTopasi BXogUT B COCTaB AucTpubyTnea
1 pacnonoxeHa B gnpektopumn /opt/cprocsp/sbin/.

4.2 BsBopj cepuiiHOro Homepa JINLEeH3NNn

Mpn ycraHoBke nporpammHoro obecnededuss Kpuntollpo CSP 6e3 BBOgA AMUEH3MM MONL30BATENO
NPeaoCTaBAseTCA JINLUEH3NSI C OTFpaHUYeHHbIM CpokoM peicteusi. [Ons ucnonw3osanust Kpuntollpo CSP nocne
OKOHYaHMs1 3TOrO CPOKa MOJIb30BaTe/Nb [OJIKEH BBECTM CEpUliHbIE HOMEpP C OiaHKa JMUEH3UW, MOJSYYEHHOR Y
opraHusaumn-paspaboTyrka uanm opraHmsauny, UMELLEl NpaBa pacnpocTpaHeHns npogykrta (ansiepa).

[ns npocmoTpa uHopMauum O NMUEH3NN BbINONHNATE:

# cpconfig -license -view

Ons BBOAA NMUEH3MN BLINOJHUTE:
# cpconfig -license -set <cepuiiubii_HOMep>

CepuiiHblii HOMep cnesyeT BBOAMTL C COD/IIOAEHNEM PErncTpa CUMBOJIOB.

4.3 Hactpoiika obopyaoBaHus CK3U

VTunuta cpconfig Takke npefHa3HaydeHa ANs U3MEHEeHWsi Habopa YCTPOICTB xpaHeHusi (HocuTeneid) u
cunTbIBaHMS (CUnTbIBaTeNEd) KIOYEBON WHOPMaLMM 1 JAaTHUKOB CryvailiHbix ducen. [lpegycTaHOBIEHHbIMY
apnatoTcs cuntbisatenu flash-nocnteneii n obpas anckeTbl Ha XXECTKOM AunCKe.

[ns npocMoTpa cnucka HaCTPOEHHbIX CYUTbIBATENE(:

# ./cpconfig -hardware reader -view

CunTbiBaTENb AUCKET HE YCTAHAB/IMBAETCS MO YMOJIHAHMIO, TaK KaK MpU OTCYTCTBUM LUCKETbI B AUCKOBOAE
nepeyncerne KOHTeHEPOB CUNBbHO 3ameansieTcst. [ns fobaBneHnst cHNTbIBATENS ANCKET:

# ./cpconfig -hardware reader -add FAT12_0 -name "Floppy Drive"

[ns npocmoTpa cnucka HacTpoeHHbix ACH:

# ./cpconfig -hardware rndm -view

Ons konconshoro BuolJCH Ttpebyercs naketr CPROkcl. Ons gobasneHus konconsvoro BuoCH:

# ./cpconfig -hardware rndm -add bio_tui -level 5 -name "Console BioRNG"

[ns rpacdpuyeckoro Buo4CYH tpebyetcs naketr CPROrdg u X-cepeep. Jns gobaenenus rpacgpuyeckoro buoCY:
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# ./cpconfig -hardware rndm -add bio_gui -level 4 -name "GUI BioRNG"

ﬂ'ﬂﬂ ,D,O6aBﬂeHI/I$| MNCMNONb30BaHNS BHELLHER raMMbl:

# ./cpconfig -hardware rndm -add cpsd -name 'cpsd rng' -level 3

# ./cpconfig -hardware rndm -configure cpsd -add string /dbl/kis_1 /var/opt/cprocsp/dsrf/
dbl/kis_1

# ./cpconfig -hardware rndm -configure cpsd -add string /db2/kis_1 /var/opt/cprocsp/dsrf/
db2/kis_1

Takxxe HeobxoanMo cKonmMpoBaTb haiifibl C 4aHHLIMU, NOAyYeHHbIMU C nomoLlibio "APM BbipaboTkn BHewwHel
rammbl". [1ns aToro BeinonHuTe KoMaHgbl (Npu ycioBuu, 4To daiinbl HaxogsaTes B /tmp/db[1,2]):

# cp /tmp/dbl/kis_1 /var/opt/cprocsp/dsrf/dbl/kis_1

# cp /tmp/db2/kis_1 /var/opt/cprocsp/dsrf/db2/kis_1

[ns pabotel co cunteisatenem PC/SC tpebyetcst naker CPROrdp. Mocne nogkntoyeHnsi cHutbiBaTeNs y3Haiite
NMsi yCTpOIicTBa:

# /opt/cprocsp/bin/csptest -card -enum
Gemplus GemPC Twin 00 00

Total:

[ErrorCode: 0x00000000]

[ns pobaeneHus cHUTLIBATENSS UCMONL3YHTE 3TO UMS:

# ./cpconfig -hardware reader -add "Gemplus GemPC Twin 00 00"

[ns nonyyenns nogpobHoii cnpaskn no cpconfig:
# ./cpconfig -help

# ./cpconfig -hardware -help

4.4 YcrtaHOBKa NapamMeTpoOB >XYpPHa/MpoBaHUSA

CK3W noseonsier cobupaTe 0TnafouHyt0 MHMOPMALMIO Y UMEET BO3MOXXHOCTL MPOTOKOAMPOBAHMUS COBLITUI.
WNHdopmauns 3anuceiBaetcss B cuctemublii xypHan (obsidHo B /var/log/system.log), Tak >xe MoxeT 6bITb
ncnonb3osaHa ytuauta «KoHconby, sBnsowascs ygobHbIM MHCTPYMEHTOM MPOCMOTPA CUCTEMHbLIX CODbLITMI B
Mac OS. CywecTByeT BO3MOXHOCTb W3MEHEHUSI HACTPOEK >KYPHANMPOBAaHMS Pa3fINyHbIX MOZY/eli MpPOAyKTa.
CyLuecTByeT BO3SMOXHOCTb W3MEHEHUST YPOBHS XKYPHAIMPOBaHUs 1 popMaTa BbIBOAUMbIX OTIALOYHbLIX COODLUEHNA.
[ns nonydeHwsi cnpaBku No HaCTPOKaM XXypHaNMPOBaHMS:

# cpconfig -loglevel -help

Mogynu, onsi KOTOpbIX NOAAEPKUBAETCS XKYPHANINPOBAHME:
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Cpcsp — AApo KpunTonposaligepa

capil0 — CryptoAPI 1.0

cpext — pononHenus gns CryptoAPI 2.0

capi20 — CryptoAPI 2.0

capilite — CAPILite

libcspr — Bubnuoteka anst nogkntoyeHus K npoeaiigepy B cepeuce unm k HSM-cepeepy
cryptsrv — cnyxba xpaHeHuns Kaoyel

libssp — TLS

cppkesll — PKCS11

cpdrv — gpaiieep

dmntcs — TecToBOe NpuoXeHue Ans obpalleHnst K TECTOBOMY Apaiieepy

4.5 HacTpoiika kpuntonpoBagepa No yMoJi4aHUIO
[ns npocmoTpa TUNOB JOCTYMHbIX KPUNTOMPOBaiAEpOB:

# ./cpconfig -defprov -view_type

[ns npocMoTpa CBOWCTB KpUNTOMNpoOBaiifepa HY>XXHOro TUNa:

# ./cpconfig -defprov -view -provtype <provtype>

[nsa ycTaHoBKM npoBaiifiepa No YMOMHAHWIO A1 HY>XKHOFO Tuna:

# ./cpconfig -defprov -setdef -provtype <provtype> -provname <provname>

[ns nony4veHust nMeHmn npoaiifepa Mo YMOJNHAHUIO AJst HY>KHOTO TUMa:

# ./cpconfig -defprov -getdef -provtype <provtype>

4.6 BkniouyeHne pexmmMa YCWIEHHONo KOHTPOJSA WUCMOJIb30BaHUSA
Karo4emn

PexxnM yCUIIEHHOrO KOHTPOJISi MCMOJb30BaHUsA KJOYeli ObecnedynBaeT OCYLLECTBIEHNE KOHTPOJS CPOKa
[EACTBUS JONTOBPEMEHHBIX KtOYell 3NEKTPOHHOR NMOAMUCK U KHOYEBOTO OBMEHa, KOHTPOS AOBEPEHHOCTU KiltoYeli
NPOBEPKN 3JIEKTPOHHOM NOANNCY N KOHTPOJISi KOPPEKTHOIO NCMOJIb30BaHUS NPOrPaMMHOIO AaTUYMKA CYYaMHbIX YUCeN.
Mocne ycnewHol MHCTaNAsALUN HEOBXOANMO BKAOYNTL LaHHbIVE PEXUM, BbIMOJIHUB KOMaHAY:

#./cpconfig -ini '\config\parameters' -add long StrengthenedKeyUsageControl 1

[ns obecneyenmns kKOppekTHOro hyHKLMOHNPOBAHNS NPOBaiAepa B 4acTn BbIPabOTKY S/1EKTPOHHON nognucy, a
TakXe paboTbl C BpeMeHHbIMU Kito4aMm (B 4acTHOCTW, Anist paboTbl B pamkax TLS-coeguHenmns 6e3 ayTeHTudmkaumm
K/IMEHTA) W TFeHepauum CyvaliHbIX AaHHbIX HeobXOAMMO MpPON3BECTM BbIPabOTKY [LONrOBPEMEHHBIX KAIOYEN wan
3anycTUTb YTUAUTY csptest, NpefBapuTeNbHO MPOBEPUB, YTO 3aperncTpUpoOBaH XOTst Obl OAUH AATHUK CAyHaliHbIX
yucen:

# ./csptest -keyset -verifycontext -hard_rng
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@ Mpumeuanne. Wcnonbsosanne CK3W 6e3 BkAOUEHWS peXMMa YCUJIEHHOrO KOHTPOJISt WCMOJIb30BaHUS
KJIlOYeli pa3peLlaeTcst UCKIOYMTENBHO B TECTOBLIX LIENISX.

4.7 HacTpoiika napameTpoB aJiIropuTmMoB

[ns ycraHoBku napameTtpos anroputmos (A4ns nposaiigepos Tuna 75):
napameTpbl aAropuTMa WnpoBaHmus:

# ./cpconfig -ini '\config\OID' -add string cipher <0ID>
napameTpbl aaropuTMa nognnucu:

# ./cpconfig -ini '\config\OID' -add string sign_el_2001 <0ID>
napametpsl anroputma Judpdu-Xennmana:

# ./cpconfig -ini '\config\OID' -add string dh_el_2001 <0ID>

Ons ycraHoBku napameTtpos anroputmos (ans nposaiigepos Tuna 80):
napamMeTpbl anroputMa W poBaHmus:

# ./cpconfig -ini '\config\0OID' -add string cipher_2012 <0ID>
napamMeTpbl anroputTMa NoAMNUCHU:

# ./cpconfig -ini '\config\OID' -add string sign_el_2012 <0ID>
napameTpbl anroputma duddun-Xennmana:

# ./cpconfig -ini '\config\OID' -add string dh_el_2012 <0ID>

Ons ycraHoBku napameTtpos anroputmos (ans nposaiigepos Tuna 81):
napamMeTpbl anroputMa WudpoBaHmus:

# ./cpconfig -ini '\config\OID' -add string cipher_2012 <0ID>
napameTpbl ajropuTMa nognucu:

# ./cpconfig -ini '\config\OID' -add string sign_el512 <0ID>
napametpbl anroputma Auddu-Xennmana:

# ./cpconfig -ini '\config\OID' -add string dh_el512 <0ID>

MepeueHs nopaepxusaembix B Kpuntollpo CSP  wngenTudukatopoB Kpuntorpadpmyeckux napameTpos
anroputmos ykasaH B CSP_5_0. chm.
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5 VYcTaHoBka conyTCTBYHOLWMNX NaKeTOB

[ns nepegaun no cetn 3anpocoe Ha ceptudmkatol, CRL v T.n., a Takxe A5 NOAAEPKKN LOMOAHUTENbHBIX
KJIKOHEBbLIX CHUTLIBATENEl U HOCUTENEN MOXKET NOTpeboBaThLCA YCTaHOBKA AOMOJIHUTENBHBIX MAKETOB.

Ecnu conytcteytowme nakeTbl ckauqmBatoTcs u3 VIHTepHeTa, Heobxoanmo MOATBEPANTL WX LESOCTHOCTb,
npoBepmB noanncCb WNAN XSLU. Ecnn ncroyHunk He o6ecnel-||/|BaeT TakKNEe MEXaHU3Mbl, OOMNYCKAETCA WUCNOJb30BaHNE
NakeToB TONbKO C Aucka ¢ auctpubytusom CK3W, rae stm mexaHnsmbl ncnonbsytorcs. Ha aucke nakeTsl nexat
B nanke \extra.

5.1 bBwbnnoreka libcurl
Wcnonb3yetca gns nepegaym 3anpoco Ha ceptudpmkatsl, CRL u T.n. no cetu.

B cocrae guctpubytusa Kpuntollpo CSP exoant naker CPROcurl(CPROcurlx), skatouatowunii 8 cebs libeurl.
Libcurl us coctasa CSP nepepabotana u nogaepxusaet TLS no poccuitckum Kpuntorpacmyeckum anroputmam c
Kpuntollpo CSP B kauecTBe kpnntonposaiigepa.

Honyckaetcsi ncnonb3osanue opuruHansHoii libcurl, koTopyto MoxHO ckavaTh ¢ caiita paspaboTynka npoekTa.
Ha caiite foCTyneH nakeT C MCXOZHBLIMU TEKCTaMU AJisi CaMOCTOsATeNbHOW cbopku. Kak npaemno, Tam Xe ecTb
bunapHble naketbl. OpuruHanbHas 6ubnuoteka He nogaepxueaer TLS no poccuiickum Kpuntorpacpuyeckum
anroputmam ¢ Kpuntollpo CSP B kauectBe kpuntonposaiigepa.

MNocne ycTaHoBKM BUBNIMOTEK HAZO 3aperucTpUpoBaTh NyTn K HUM. Hanpumep:

# /opt/cprocsp/sbin/cpconfig -ini '\config\apppath' -add string libcurl.so /usr/local/lib
/libcurl.so
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6 CocTtaB n Ha3HadeHue komnoHeHT MO CK3U

6.1 bBasosble mogynu CK3U

MO CK3W cogepxut cneaytowme basosble MOLYN:

libcsp — puHamnyeckn 3arpyxaemas bubnnoteka «Kpuntollpo CSP».

libcspr — Bubnuoteka paboTel ¢ yaanéuubim « Kpuntollpo CSP».

drvcsp — auHamMuyeckmn 3arpyaemblii MOAy/b siapa.

libssp — bubnnoTteka nogaepxkn momyns cetesoii ayteHTudpukauum «Kpuntollpo TLS».
cpverify — mMogynb KOHTPONS LENOCTHOCTH.

wipefile — mogynb yaaneHus gaiinos BMeCTe C COAEPXKUMbBIM.

B Haseanusix guctpubytusos CK3U ucnonssytotes cnegytowme obosHayeHus:
CPRO — npedbukc;

Ccsp — KpunTonposaligep;

drv — 3arpyxaembiii Mmogynb sigpa OC;

[d] (onuymoHanbHO) — ykasbiBaeT Ha AOKYMeHTaUmMto (TECTOBbIE MPUMeEpbI);
i386 — nnaTtchopma Intel.

6.1.1 bBwnbnunoTeka libcsp

Bubnuoteka libcsp peanusyer uenesbie byHKLUMU KpUnTOrpacpmyeckoin 3awmTbl uHdopmauuu, paboty ¢
KJIKOYaMU, JOCTYN K KJKOYEBbIM HOCUTENSM, KnaenaTypHbelii JCYH.

6.1.2 bBwubnuoteka libcspr

BubnnoTeka libcspr obecneunsaer ypaneHHblii pocTyn K KpunTonposaiigepy, YHKLNOHMPYIOLWEMY KaK
OTAENbHbIN cepBuC.

6.1.3 [paiisepHas 6ubnuoteka drvcsp

Bubnnoteka drvcsp, ncnonb3yemas B KavecTBe AuHaMuyeckn 3arpyxxaemoro mogyns sgpa OC, peanusyer
yenesble OyHKLNM KpUNTOrpachnyeckoii 3awmutbl nhgopmanum (kpome dpopmuposatus IM1) n paboty ¢ kntoHamum.

6.1.4 Mopaynu ceresoii ayteHTudpukauymm Kpunrtollpo TLS

Moaynb libssp obecneunsaer peanusaumto npotokona cetesoii ayTeHTudpmukaumm Kpuntollpo TLS. Obuiee
onucaHue npoTokona npusegeHo B pokymente XKTANM.00101-01 91 01. Kpuntollpo CSP. Pykosoacteo
agMuHucTpaTopa besonacHocTu. Obuwiasa YacTs.

Mpotokon TLS (RFC 2246) ncronbayercst Ans 3anThbl COEAUHEHUI B KIINEHT-CEPBEPHbBIX TEXHONOTUSIX.

MNporpammuoe obecnedenme «Kpuntollpo TLS» sBnsietca peanwsauyueii npotokona TLS u wncnonbsyer
kpunTorpacduyeckue dyHkummu Kpuntollpo CSP ans obecnedeHus npouecca ayTeHTupUKauum u wndpoBaHus
Tpachuka MeXay KJAUEHTOM U CEPBEPOM.

6.1.5 Mopgynb cpverify

Mogynb cpverify npefHasHayeH ans KoHTpoast uenoctHocTu npu ycranoeke CK3W v dyHkunonuposanun MO
CK3W Kpuntollpo CSP Ha M3BM nonb3osaTens.

CrpaHuua 15 us 28



MKTAN.00101-01 91 07. Kpuntollpo CSP. Pykoeoacteo agmunuctpaTtopa besonactoctu. Vcnonssosanne CK3U
nog ynpaenennem OC Mac OS

6.1.6 Mopgynb wipefile

Mopyne wipefile ucnonbsyetca ans ypanexns dalinos BMecTe C COAEPXXMUMbLIM MPU LITATHBIX U HELITATHbIX
(cBONUMpoBaHMe) cUTyaumsix.

6.2 Moaynn nogcmuctembl nporpaMmmHoii cpeabl (PYHKLMOHUPOBaAHMNS
kpuntocpeactea (CP)
6.2.1 Mopgynb libcapi20

Moaynb libcapi20 wcnonbsyetcs ans ynpaeiaeHus cepTudmkaTtamu OTKPbITbIX KAtOYel, a Takxke [Ahs
obecneveHunsi BbINONHEHMSI KpunTorpadmyecknx 3anpocoB Ha ypoeHe unTepdpeiica CryptoAPIl v. 2.0. WHtepdpeiic
moayns capilite sansierca nogMHoxxecTeom uHTepdeiica CryptoAPI v. 2.0.

6.2.2 Bunbnuorteka librdrrdr

Bubnuoteka librdrrdr obecneumnsaer yHuduumposaHHblii nHTepdelic AOCTyNa K KAOYEBbIM HOCUTENSM BHE
3aBUCUMOCTM OT WX TUNa.

6.2.3 Mopaynun ycTpoiCcTB XpaHeHus Kato4vesoii nHdopmauymm

MO)J,yJ'II/I obecnevunsatoT peannsaynto oCTyna K KOHKPETHBIM TUMAM KNKOHYEBbIX HocuTeneli n cynTbiBaTENEl:

e librdrfat12 — k anckosogy n auckete 3.5"u pasgeny xecTkoro gucka

e librdrpcsc k cuutbiBaTensim cmapt-kapt u e Token, noggepxusatowum nntepdeiic PC/SC
e librdremv k kntouesbiM HocuTenam EMV n Gemalto

e librdrrtsupcp k katodeesiMm HocuTensim Rutoken

6.2.4 bBbubnuoreka librdrsup

Bubnuoteka librdrsup obecneunsaet peanmzaumio obwmx yHKLUMEA AOCTYyNA K pasfiMyHbIM YCTPOICTBaM
XPaHEHUS KIOYEBbIX HOCUTENEN.

6.2.5 Moagynn faTYNKOB CNy4arHbIX 4Yucen

BubnvoTeknu librdrrndm u librdrrndmbio obecneunsatot nogaepxky pabotsl ¢ dusunyeckum ACYH nporpammHo-
annapaTtHoro kommaekca 3awutel ot HCA n BnollCYH cooTseTcTBEHHO.
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7 BcTtpausaHmne CK3W B npuknagHoe O

Mpu ectpaneanun CK3W Kpuntollpo CSP Bepcum 5.0 KC1 B npuknagHoe nporpaMmHoe obecnedeHue
LOJKHBI BbIMOJIHATLCS TpeboBaHusa pasgena 8 mokymenta MKTAN.00101-01 91 01. Kpuntollpo CSP. PykosogcTeo
agMmuHucTpaTopa besonacHoctn. Obwas Yactb n gokymenta XXTA.00101-01 96 01. Kpuntollpo CSP. PykosoacTeo
nporpamMmmucTa.

Mpwn ycraHoeke naketa gns paspabotunka (CPROcspd) B gupektoputo /Library/Frameworks byget nomewén
CPROCSP.framework, copepxawuii B cebe bubnunotekn CSP. lNpun nunkoBke ¢ hpeiiMBOpKOM HEOBXOAMMO yKa3aTb
B MapameTpax NuHkoBwmMka -flat_namespace. [1pu cbopke M3 KOMaHAHOR CTPOKM hiar yKasbIBaeTCs B KOMaHAHOI
cTpoke; npu cbopke B XCode dnar ykaseiBaercst B « Project — Edit Project Settings — Build — Linking — Other Linker
Flags>.

Mpn cbopke MHOrOMOTOYHLIX MPUAOXKEHWUN HACTOSITENLHO PEKOMEHAYETCS JIMHKOBATL WCMOJHseMblii dalin ¢
CoreFoundation (pobaeutb B onuumu nuHkepa «—framework CoreFoundationy nnbo HacTpouTb NMHKOBKY 4epes
ceoiictea npoekTa B XCode). IT0 BaXKHO [/1s1 MHOrOMOTOYHbIX MPUJIOXKEHNIA, MOCKOJIbKY BBUAY ocobenHocTern MacOS
Hesb3si NPOU3BOAWTL NepBOoe OTKpbITME dbpeiimBopkos, 3aBucsawmx ot CoreFoundation (takux kak PCSC), He un3
rnagHoro noToka. [losTtomy, B cnydae ecim Ha KomnbtoTepe knmeHta CSP HacTpoen Ha paboTy co cmapT-kapTamu,
MHOronoTo4YHoe npuioxerune, ncnonbsytowee CSP u He cnunkoeanHoe ¢ CoreFoundation, moxeT He paboTaTb u
nagatb B cuCTeMHbIX cbyHKkumsix nHnuymannsauumn CoreFoundation (CFlnitialize()).
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8 TpeboBaHus no 3awmte ot HC/],

JomKHbI  BBINOMHATLCS TpeboBaHWS MO  OPraHU3aUNOHHO-TEXHUYECKUM W aAMUHUCTPATUBHBLIM Mepam
obecneuenunsi besonacHoctn skcryatauun CK3W B obbeme pasgena 5 pgokymenta MTHAK.00101-01 91 01.
Kpuntollpo CSP. Pykoeoacteo agmuuuctpatopa besonacHoctu. Obwas 4vacts u pasgena 5 XXTHAN.00101-01 95
01. NpaBuna nonb3oBaHUs.

Mpu ncnonssosanuu CK3W nog ynpasnennem OC Mac OS X Heobxogmmo npeanpuHsATb AONOJHUTENbHbIE MEpbI
OPraHU3aLMOHHOrO U TEXHWYECKOrO XapaKTepa W BbIMOJAHUTL AOMOJHUTENBHbLIE HACTPORKM OMNEPALMOHHON CUCTEMBI.
Mpn aToM mosiXKHa pelaTbcs 3afada kKak obecnedveHns gonoaHuTenbHoi s3awmtel cepeepa n OC ot HC, Tak u
obecneyeHuns becnepeboitHOro peXxkuMa paboTbl N UCKOYEHNS KOTKa3a B ODCNY)KMBaAHUN Y, BbI3BAHHOIO BHYTPEHHUMU
npuynHamun (Hanpumep, nepenonHeHneM aiknoBbIX CUCTEM).

8.1 OpraHmnsaymnoHHo-TexHn4eckue mepbl 3awntbl ot HC/

Ons OC Mac OS X gononHuTensHo JoJKeH ObiTb peann3oBaH Crledytowuii KOMMIEKC OpraHM3aLnoHHO-
TexHn4ecknx mep 3awmuTel ot HC:

1) B cucreme peructpupyetcsi oguH nosib3oBaTesb, obnaAatownii NnpaBamMn afMUHUCTPATOPa, HOCALLMIA UMS
root, Ha KOTOporo Bosnaraercst obsizanHocTb koHdurypuposats OC Mac OS X, HactpamsaTh 6esonactocts OC Mac
OS X, a Takxe koHdpurypuposaTs [19BM, Ha koTopyto ycTanoeneHa OC Mac OS X.

2) [ns nonb3oBaTens root BoIOUPaeTCs HAAEXHbIV Naposib BXO4A B CUCTEMY, YAOBNETBOPSIOLNI CNELYIOLLNM
TpeboBaHUAM: AJiHa Mapossi He MeHee 8 CMMBOJIOB, Cpeau CUMBOJIOB MapoJisi AOJKHbI BCTPEYaThbCA 3arsiaBHble
CUMBOJIbI, MPOMUCHbIE CUMBOJIbI, LMMPPbI U CrelnanbHbie CUMBOJLI, CPOK CMEHbI Maposisi HE pexe OfHOro pasa B 6
MeCsILEB, JOCTYN K Maposito AosKeH bbiTb obecneyeH TONLKO agMUHUCTPaTOPY.

3) Monb3oBaTtento root AocTynHbl HacTpoiikm Bcex nonb3osaTeneii OC Mac OS X, koTopble OH MOXeT
MPOCMaTpUBaTb, PeAAKTUPOBATh, YAANSATb, co3aaBaTh. Bcem nonbsosatensim, 3apernctpuposanisim B8 OC Mac OS
X, Mosib30BaTeNb roOt B COOTBETCTBUM C MOJNTMKOA HE30MacHOCTU, MPUHATOR B OpraHmW3auun, HaeT MUHUMAJSIbHO
BO3MOXXHbIE 4151 HOPMabHO paboTul npaBa. Kaxaeiii nonbsosaTtens OC Mac OS X, He sensiiowuiics nonb3oBaTesiem
root, MOXeT NPOCMaTpuUBaTh 1 PefaKTUPOBATL TOJBKO CBOM YCTAHOBKM B paMKax MpaB LOCTYMNa, Ha3HaYeHHbIX eMy
noJib3oBaTesieEM root.

4) Bcex nonb3osateneii [IBM, koTopble He MoNb3yloTCs [aAHHOW CUCTEMONA, UM BCEX CTaHAAPTHbIX
nonb3oBaTesneii, kotopble cosgatotcst B OC Mac OS X Bo Bpemsi ycTaHoBkM (Takumx, Kak sys, uucp, nuucp u listen),
KpOMe MoJib30BaTeNs root, cneayer yaanuThb.

5) B OC Mac OS X cywecTtBytoT ucnosHsiemble aiisibl, KOTOpble 3aMyCKatoTCst C MpaBaMi Nosib30BaTeNs root.
ITu daiinbl nmetoT yctanosneHHoblii pnar SUID. MNMonb3oBaTtens root [oMKeH OnpefennTb, KakuM 13 3Tux paiiios
B paMKax OMpefesieHHOW B OpraHmM3auumm NoauTMKM OesonacHoCcTu He TpebyeTcst 3anmyck C afMUHUCTPATUMBHLIMU
NoAHOMOYUAMU, 1 C noMowbto cbpoca dnara SUID gonkeHn cBeCTU KONMYECTBO Taknx (PaiioB K MUHUMYMY. 3anyck
ocTaBLmnxcst palisioe ¢ yctaHosseHHbIM hnarom SUID gonkeH KOHTPOAMPOBaTLCS MOJIb30OBATENEM rOOt.

6) Mpwn ncnonbzosanun CK3W Kpuntollpo CSP Ha MIBM, nogkntoueHHbIX K 0BLLE[OCTYNMHBIM CETSM CBA3M,
[OOJKHBI ObITh NPEANPUHATLI 4ONONHUTENbHBIE MEPbI, UCKHOYAIOLLNE BO3MOXKHOCTb HECAHKLMOHNPOBAHHOIO AOCTYNA
K CUCTEMHbLIM PECYpCam UCMOJb3YEMbIX OMEPALMOHHBIX CUCTEM, K MPOrpaMMHOMY ODECMeYeHuto, B OKPYXeHUH
koToporo cpyHkumonupytotr CK3W, n k komnonentam CK3W co cTopoHbl yKazaHHbLIX CeTeiA.

7) MpaBo poctyna k pabouum mectam c ycraHosneHubim 1O CK3W Kpuntollpo CSP npegocrasnsiercs
TOJILKO JINLAM, O3HAKOMJIEHHBIM C MPaBUIaMU MOJL30BAHUS U W3YYNBLUUM SKCMAYaTaUUOHHYIO LOKYMEHTAUMIO Ha
nporpammtoe obecnederue, umetowee B csoem coctase CK3U Kpuntollpo CSP.

8) Ha TexHnueckux cpeactBax, ocHaweHHbix CK3W, momkHO MCnonb30BaTbCs TOMBKO JIMLEH3NOHHOE
nporpaMmmHoe obecnedernne upmM-nponssoanTenei.
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9) B BIOS onpegensitotcsi yCTaHOBKM, WCKAIOHAOLME BO3MOXHOCTb 3arpy3ku OMEPaLVOHHONR CUCTEMBI,
OT/INYHOI OT ycTaHoBneHHon Ha HDD: oTknro4aeTcst BO3SMOXKHOCTL 3arpysku ¢ rubkoro aucka, npueoga CD-ROM
M npoyume HecTaHgaptHble Bugbl 3arpysku OC, Bkntodas ceteByto 3arpysky. He npumensitorcs N9BM c BIOS,
NCKJIOHAIOLMM BO3MOXHOCTL OTKtO4eHUsi ceTeBoii 3arpyskn OC.

10) Cpegcreamu BIOS gosnxHa BbiTh nckto4eHa BO3MOXHOCTb OTK/tOHeHUst nonb3osatensimmn ISA-yctpoiicts
n PCl-yctpoiicte npu ucnonssosanun MNMAK sawuter ot HC/.

11) Mpn sarpyske OC posmxeH ObiTb peann3oBaH KOHTPOJSb LIEJOCTHOCTU MPOrpaMMHOro obecnedeHus,
exogswero B coctae CK3W Kpuntollpo CSP, camoii OC u Bcex wucnosnHsiembix haiinios, yHKLNOHUPYOLWMX
coemecTHo ¢ CK3W ¢ ucnonszosatuem nporpammel CPVERIFY.

12) Bxoa B BIOS 3BM posxeH ObiTh 3aliniyeH napofieM, K KOTOPOMY MPeAbsBASOTCS Te ke TpeboBaHus,
4TO 1 K napoJito nosib3osaTens root. [Maponb ans exoga 8 BIOS pomkeH bbITb M3BECTEH TONILKO NOJIL30BaTENIO root
1 BbITh OTAWYHBIM OT Naponsa nonb3osaTens root ans exoga 8 OC Mac OS X.

13) Cpegcreamn BIOS posmxHa bbITb umckItodeHa BO3MOXHOCTL paboTtel Ha IBM, ecnu BO Bpems ero
HaYasIbHOM 3arpy3Kn He NPOXoAsT BCTpoeHHble TecTsl DBM (POST).

14) Ha M3BM ycranasnusaetcs tonsko ogHa OC. Ha M3BM He ycranaBnuBatoTcsi cpefcTs pa3paboTku u
otnagku [M1O. Ecnun cpeactea oTnagkm NpuioXeHnii HyXKHbl 4151 TEXHONOMMYECKNX NOTPebHOCTEl opraHu3auumn, To nx
NCMOJIb30BaHNE LOJIKHO ObITb CaHKLMOHMPOBAHO aAMUHUCTpaTopoM besonacHocTu. B ntobom cnyyae 3anpewiaertcs
NCMOAbL30BaTh 3TN CPEACTBA AN MPOCMOTPA U PefaKTUPOBAHNS KOAa N NaMATU NpuaoxkeHnii, ncnonssyowmx CK3
Kpuntollpo CSP. Cnepyet usberate nonagaHusi B CUCTEMY MpPOrpamm, MO3BOASOWMX, Nonb3ysick owmnbkamn OC,
noJsiy4aTb NPUBUIErUN root.

15) [onxHo BbiTh orpaHunyeHo (¢ y4eTom BbIOpaHHONM B OpraHM3aumy noanTuki 6e3onacHocTyn) NCnosib30BaHme
NoAb30BaTENAMU KOMaHA Ccron 1 at — 3anMycka KOMaH[, B YKa3aHHOe Bpems.

16) [onxHo BbiTb peann3oBaHo hr3nYecKoe 3aTUpaHne COAEPKMMOTrO yAasieMbIX (haiifloB C NCMOJIb30BAHNEM
nporpammel Wipefile ns cocrasa CK3WU.

17) ﬂ,OJ'I)KHbI BbITb OTKIHOYEHBI BCE HENCNOJIb3yeEMbI€ CETEBbIE MPOTOKOJIbI.

18) B cnyyae nogkntouenust MIBM c ycranosnentsiv CK3W k obliefocTynHbiM ceTsiM nepeaayn AaHHbIX
NOJKHO ObITb OTKOYeHO ucnonb3osaHue JavaScript, VBScript, ActiveX u gpyrux nporpaMMHbiX OBBEKTOB,
3arpy>kaembix U3 CETU, B NPUKNAAHbIX Nporpammax 6e3s npoeefeHnst JONOJHUTENbHbLIX TEMAaTUYECKNX UCCAEeN0BaHNIA.

19) [osxHbl bbITb NPUHATBI MEPbI MO WCKAOHEHWNIO HECAHKLMOHWPOBAHHOMO AOCTYNa MOCTOPOHHWX Nl B
MOMELLEHNS, B KOTOPbIX ycTaHoBNEeHbI TexHudeckne cpeactea CK3W Kpuntollpo CSP, no pogy cBoeii gesitensHocTu
He SIBNSIIOLLMXCS NEepPCOHAIOM, JOMYLEHHbIM K paboTe B yKa3aHHbIX MNOMELLEHUSIX.

20) [omkHo ObITb 3ampelleHo OCTaBisATb 0e3 KOHTPONS BbIYUCANTENbHBIE CPEACTBA, HA  KOTOPbIX
skcnnyatupyercs CK3U Kpuntollpo CSP nocne BBoga kntouesoin nndpopmauuu. MNpn yxoge nonbsosatens ¢ paboyero
MecTa JOJIKHO MCMOJb30BaTLCS aBTOMATMYECKOE BKJIOHEHNE NAPOJILHON 3aCTaBKuU.

21) ApgmunHuctpaTopoM 6€30MacHOCTM AOMKHO ObITb NPOBEJEHO OMedaTbiBaHME CUCTEMHOrO 6noka ¢
yctaHoBnenHoiM  CK3W  Kpuntollpo CSP, wckntovatoee BO3MOXKHOCTb HECAHKLMOHWPOBAHHOIO  N3MEHEHUS
annapaTHoli YacTu pabouyeli cTaHuun.

22) N3 cocTtaBa cucTembl [O/DKHO ObITb MCKIOYEHO ODOPYyAOBaHME, KOTOPOE MOXET CO34aBaTb Yrposy
bezonacHoctu OC Mac OS X. Takxe Heobxonumo n3beraTb NCNONL30BAHUS HECTAHAAPTHLIX anmnapaTHbIX CPeACT.,
VMEIOLLMX BO3MOXKHOCTL BAUSATL Ha dyHKumoHuposaHue NIBM uan OC Mac OS X.

23) Mocne nucrannsuymn OC Mac OS X cnefyeT ycTaHOBUTL BCE PEKOMEHIOBAHHBIE MPOrpaMMHble OBHOBNEHNS
U NporpaMMHble OBHOBNEHUS], CBSA3aHHbIE C BE30MAaCHOCTLIO, CYLLECTBYIOWME HA MOMEHT UHCTANALNN.

24) Ha Bce pgupektopuu, cogepaime cuctemusie daiinel OC Mac OS X un katanorn CK3W, neobxognmo
YCTaHOBMTb NpaBa LOCTyna, 3anpelatoLyne BceM nosb3oBaTensiM, kpome Bnagensua (Owner), 3anuce.
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25) B cBs3m c Tem, 4TO aBapuwiiHblii 4aMn OMEpPaTMBHOW MaMsITU MOXET COLEPXaTb KPUMTOrpadpuyecku
onacHyto nHdopMaumnio, B NpuKAagHeix nporpamMmax, ucnonssytowmx CK3W, cregyeT oTKNO4MTE BOSMOXHOCTL €ro
co3gaHuns ¢ nomotbto yHkuum setrlimit ¢ napametrpom RLIMIT _CORE=0.

26) B OC Mac OS X wucnonbayetcsi BupTyanbHasi namste. ObnacTb BMPTYyanbHOW NamMsT JOSKHA ObiTh
opraHusoeaHa Ha otgensHoMm HDD. TMo okonuanum pabortel CK3W cogepxumoe BupTyanbHOW NamsiTm LOJIXKHO
3aTupartbcs ¢ ucnosb3oBaHuem cpeacte OC. B cnyyae aBapuiiHoro octanoea [M3BM, npu cneaytoweii 3arpyske
Heobxoanmo B pexxume «single user» ounctuTs obnacte BUpTyanbHoi namaTtu nporpammoli Wipefile, exogsawieli &
coctas CK3U Kpuntollpo CSP. B cnyyae Bbixoga us ctpos HDD, Ha koTopom HaxogmTcst obnacTb BMPTYasibHON
namMaTu, KpUNTOrpachuyecKne KU Nnognexar BoiBogy u3 geiicteusi, a HDD cunTaetcs He nogsiiexawimm pemoHTy.
3701 HDD yHu4TOXaeTcst no npaBniaam YHUHTOXEHUST KIIOYEBbIX HOCUTENENA.

8.2 [JononHutenbHblie HacTpoiiku OC Mac OS X

Jononnutenshble Hactpoiiku OC Mac OS X kacatotca cnegytouero:

OrpaHuYeHne JOCTyna MoJib30BaTeNeli U HACTPORKM MOJIb30BATENBCKOTO OKPYXKEHUS;
OrpaHNYeHne CeTEBbIX COELNHEHMWIA;

OrpaHUYEeHNsl MPU MOHTUPOBAHUM (PAAIOBLIX CUCTEM;

OrpaHNYeHnsi Ha 3anyck NPOLECCOB;

e koHTposib 3arpy3ku OC v KOHTPOJb LENOCTHOCTU CUCTEMHOrO 1 MPUKJIALHOrO NPOrpaMMHOro obecnedeHus
[OJKEH 0DeCneynBaTLCS NPY NOMOLLYM MPOrPaMMHO-annapaTHoro kommiekca sawutsl oT HC/ (cm. cooTseTcTByOW NI
pa3gen B gokymente XXTHK.00101-01 91 01. Kpuntollpo CSP. PykosoacTeo agmuuuctpaTtopa besonacHoctu. Obuas
4aCTb), YTO O3HAYAET:

— BbINOJIHEHME 3arpy3KN C (DUKCUPOBAHHOMO HOCUTENSH MOC/E ero KOHTPOJIS;
— obecneyverue kouTposs uenoctHoctn OC u NpMKNagHOro NPorpaMMHOro obecneyeHnst 40 3arpysKu Ha
3arpy304HOM AUCKE U APYrX MOAK/KOHEHHbIX AUCKaX.

B cnyyae oTcyTcTBUS nomolum nporpaMmMHo-annapaTtHoro kommekca 3awutsl o7 HC/ koHTposb uenoctHocTu
NPOBOAMTCS C MOMOLLbLIO YTUINTbI Cpverify.

e fononHuTenbHble HacTpoiiku saapa OC;

® HACTpOlika CEeTEBbIX CEPBUCOB;

® OrpaHNYeHUe KOJIMYECTBA «BMAMMON U3BHE» UHOPMALUN O CUCTEME,;

® HACTPOiiKa NOACUCTEMbI MPOTOKOIMPOBAHUS 1 ayAWTa.

Hactpoiiknu OC Mac OS X BbinosHsitoTcsi nyTem pepaktupoBavusi (yaanewusi, fobDaBneHnsi) pasnunyHbIX
KOHUTYPaLMOHHBIX 1 KOMaHAHbIX halinos.

[ns coxpaHeHUsi BO3MOXHOCTU «OTKAaTUTb» BHECEHHblE WU3MEHEHUs! CIeAyeT COXPaHsATb MoanduuupyemMble
aiinbl B «besonacHom» MecTe (Ha BHELLHEM HOCUTENIE MU HA HE MOHTUPYEMOIA aBTOMaTUYecKu alinioBoii cucTeme).
MenatenbHo ckonmpoBaTh n3MeHsiemble aiinbl (KaTanorn) ¢ COXpaHEHNEM CTPYKTYPbl KaTasoros.

OrpaHuyeHune goctyna nonb3oBaTeneil U HACTPOKN NONb30BATENLCKOIO OKPY>XXeHUs!

HacTtpolika nonb30BaTeNIbCKOrO OKPYXKEHUs 3aKJIOHAETCS B CAELYIOWMX AeliCTBUSX:

1) HacrpoiiTe onepaunoHHylO CUCTeMy B COOTBETCTBMMW C PYKOBOACTBOM http://images.apple.com/
support/security/guides/docs/SnowLeopard_Security_Config v10.6.pdf (gns Snow Leopard; ecnn Bui
ncnonb3yete bonee Hosyto Bepcuto OC ucnonb3yiite aHanoruyHoe pykosogcteo anst Baweii sepcun OC). Ons
OrpaHUYeHnst AOCTYNa B CUCTEMY BbINOJHATE CefytoLMe NMYHKTbl PYKOBOACTBA:

e Chapter 2 «Installing Mac OS X» - «Initial System Setup» - «Turning Off Auto-login»
e Chapter 4 «Securing Global System Settings» - «Configuring Access Warnings» - «Enabling Access

Warnings for the Login Window»
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e Chapter 6 «Securing Accounts» - «Setting Global Password Policies»
e 3agaiiTe Macky no ymosidaHuio ans cosganus daiinos 022 Tak, kak 31o onucaHo B Chapter 7 «Securing
Data and Using Encryption» - «Changing Global Umask for Stricter Default Permissions»
2) Ons  nonb3oBaTenss root YCTaHOBWTb Macky pexuma cospanusi  daiinos 077 wmm  027:
umask 077 (umask 027);
3) Orpepaktuposats aiin /etc/shells n NOMECTUTb B HEFO MMEHA TONILKO AJISt TEX UCTIOJIHSIEMbIX (haliioB
0bosioyek, KOTOpble yCTaHOBNEHbI B cucTeme. [lo-ymonyanmio, cogepxxumoe daiina /etc/shells MoxeT bbiTh TakuMm:

/bim/bash
/bin/csh
/bin/ksh
/bin/tcsh
/bin/sh
/bin/zsh

4) Ypanutb caiin (ecnu oH cywecTsyet) /.rhosts.

5) Vpanutb copepxxumoe cpaiina /etc/host.equiv.

6) OtpegakTupoBate aiinbl 13 /etc/pam.d ¢ uenbto 3anpeta rhosts-ayteHTudmkaumu. Boinonusiercs
KOMMEHTNPOBaHNEM BCEX CTPOK, COAEPKALLMX NogCTpoky 'pam _rhosts auth.so’.

7) TNpoBepnTb NAEHTNNKATOPLI NONBL3OBATENS W TPYNMbI A/ BCEX NOJb30BATENEN, NEPEHNCIEHHBIX B (haiisie
/etc/passwd. Cnegyet ybeauThcs, HTO He CYLLECTBYET MOJb30BaTENEN, UMELWMUX naeHTudmnkaTop nonb3osatens 0
1 naenTucpukaTop rpynnsl 0 KpoMe, BO3MOXHO, MOJL30BaTENS rOOt.

8) CospaTb mepeyeHb MPOrpamMM, KOTOPbIE 3aMyCKatOTCs C NPaBaMu afMUHUCTPATOPa, N KOHTPOJIMPOBATL ErO
HEN3MEHHOCTb.

9) 3anpeTuTb perucTpauunio B CUCTEME MOJb30BATENEN, VMEIOWNX CIEAYIOWMNE K CYKEDHBIE NMEHa»

e daemon
bin
sys
adm
Ip
smtp
uucp
nuucp
listen
nobody
® noaccess

[eiicTBne BbiNONHsieTCs nyTem ykasaHus B paiine /etc/passwd ctpokm '/sbin/nologin’ 8 none shell-
MporpamMmebl 1 yKasaHusi CMMBOSia ‘X' B noJie naposisi.

OrpaHuyenuns npn MoHTUpoBaHun aiinoBbIX CUCTEM

OrpaHunyeHust Npn MOHTMPOBaHNM halifoBbIX CUCTEM peanunsyloTcs pefakTuposaHuem daiina /etc/fstab:
e VYcTaHoBUTL onumto nosuid Npu MOHTUPOBaHWUK haliNoBbLIX CUCTeMbI /var.

Mpy MHCTaNNSLMM CUCTEMbI CNIEAYeT BbIAeNNTb Ans daiinosbix cuctem /, /usr, /usr/local, /var, [opt, /export
pasHble pasgesibl ANCKA ANt MPEAOTBPALLEHUSI MEPENOJIHEHNS KPUTUYHBIX cpaiinosbix cuctem (/, /var) 3a cuer,
HanpuMep, MOJIb30BATENbCKNX AaHHbIX M ODecnedeHusi BO3MOXHOCTM MOHTMPOBaHUs haiioBbIX CUCTEM /usr B
PEXNME KTOJILKO AJISt YTEHNST>.
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OrpaHunyeHuns Ha 3anyck nNpoLeccos

CnepyeT orpaHu4nTL UCMONL30BaHWE B CUCTEME MIAHMPOBLLMKA 33434 Cron U CPeACTB nakeTHoli obpaboTku
3agaHnii. Ons HOPManbHOrO (PYHKUMOHMPOBAHMS CUCTEMBI MUHMMAJIBHO HEODXOOUMBLIM SIBASIETCS pa3peLueHne
NCMONBL30BaHNS MIAHWPOBLUMKA 3afay Cron M CPeACTB MaKETHON obpaboTkn 3agaHuii TONLKO NONAL30BATENIO root.
[nsi aToro crepyeT BBINOMHUTL Cefytowne KOMaHAbl (OT NMEHM Cynepnosib30BaTens):

echo root > /var/cron/allow
echo root > /var/at/at.allow
HacTtpoiika ceTeBbix cepBucoB

HacTpolika ceTeBbIx CEpPBUCOB 3aKJHOYAETCS B CIEAYHOLLEM:

1) CnepyeT orpaHnyunTh (OYHKLNOHANILHOCTL CETEBLIX COEANHEHNI. [l/1s1 STOro OTpesakTMPYTE ONMCaHNs BCEX
Hemcrnosb3yeMblx ceTeBbix cepeucos (no kpaiiHeid mepe telnet.plist, tftp.plist, finger.plist n gpyrue, ecan umetorcs)
n3 /System/Library/LaunchDaemons/, jobaBuB CTPOKM n3MeHnB 3HadeHue katoda Disabled Ha true:

<key>Disabled</key>
<true/>

2) OTK/IIO4NTB HENCMONb3YEMBIE CETEBbIE CEPBUCHI, 1 CY>KDbI, 3aMycKaembix NMpu CTapTe CUCTEMbI, 3aMyCTUTb
paboTy nogcmcTemsl accounting aasi KOHTPOJISt 3aMyCKaeMbIX MPOLIECCOB.

3) Ecnu He nnaHupyeTCst NCNOJIb30BaTh HACTPANBAEMbI KOMMBIOTEP B KAHECTBE MapLLIPyTU3aTopa, HEOOXOANMO
3anpeTuTb MapLpyTU3aUnto, BbIMOJHUB KOMaHAy sysctl -w net.inet.ip.forwarding=0.

4) CnepyeT 3anpetuTb npuem u3 BHewwHeii cetTu "wmnpokosewatensHbix" (broadcast) nakeTos, a Takxe nepegady
OTBETOB Ha NpuHATbIe "LWnpokoBeLaTebHble" NakeThI.

5) 3anpetutb cynepnonb3oBaTento focTyn no ftp, ans storo gobasuts "root"s dpaiin /etc/ftpusers.

6) Ecnn nnaHmpyetcs mcnonb3oBaTb Ha HacTpauBaemom cepeepe cepeuc FTP, 1o cnegyer cospathb
(oTpepakTupoBaTb) dhaiin /etc/ftpusers Co CNUCKOM NOJIb30BATENEl, AN KOTOPbIX 3anpeLieH JOCTYN K CepBepy
no npotokony FTP. ®aiin umeeT TekcToBbIi hopMaT U JOJIKEH COAEpPXaTb MO OAHOMY MMEHU MOJIb30BaTENs B
ctpoke. B cnncke "sanpeweHnbix" nonb3oBateneii, Kak MUHUMYM, OOJIXKHbI ObITb MepedncieHbl Clefyolmne NMeHa
noJib30BaTENEl:

e adm
bin
daemon
listen
Ip
nobody
noaccess
nobody4
nuucp
smtp
sys
uucp

7) Ons orpaHuyeHns AOCTynma K CUCTEMHbIM paiinaMm ANs HEMPUBMIErMPOBAHHBLIX MOJb30BATENEN, U3
KOMaHAHOWM CTPOKMN CEAYET BbIMOJHUTL CAEAYIOWMNE KOMaHIbI:

chown root /etc/mail/aliases
chmod 644 /etc/mail/aliases
chmod 444 /etc/default/login
chmod 750 /etc/security
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chmod 000 /usr/bin/at

chmod 500 /usr/bin/rdist
chmod 400 /usr/sbin/snoop
chmod 400 /usr/sbin/sync
chmod 400 /usr/bin/uudecode
chmod 400 /usr/bin/uuencode

8) Takxe cnepyet obHynuTb dnar SGID gns HekoTOpbIX MCNOAHSIEMBIX (haliNOB:

chmod g-s /usr/bin/mail
chmod g-s /usr/bin/mailx
chmod g-s /usr/bin/write
chmod g-s /usr/bin/netstat
chmod g-s /usr/bin/nfsstat
chmod g-s /usr/bin/ipcs
chmod g-s /usr/sbin/arp
chmod g-s /usr/sbin/dmesg
chmod g-s /usr/sbin/prtconf
chmod g-s /usr/sbin/swap
chmod g-s /usr/sbin/sysdef
chmod g-s /usr/sbin/wall

OrpaHuyeHune KonnyecTsa «BUAUMON M3BHE» MH(OpPMaLUM O cucTeme

O6bl4HO, HaYanbHYO WHGOPMALMIO O CUCTEME MNOTEHUMANbHbIE HAPYLWMTENb MONyYaeT M3 CUCTEMHbIX
NPUrNaLleHnii, BblgaBaeMbIx ceTeBbIMU Ciyxbamu cepeepa (telnet-cepsep, ftp-cepsep u np.).

K Mepam no orpaHuyeHnto KOANYeCcTBa «BUAUMON U3BHe» MHDOPMaLMN O CUCTEME OTHOCATCS:
e OTkas oT cTaHgapTHoro "3aronoeka BbIBOAUMOrO cepBepoM ftp npu oTeeTe nonb3oBaTento.
HocTuraercs ykasaHuem B dhaiine /etc/default/ftpd cnegytoLueii 4UPeKTUBSI:

BANNER=""

e PepakTtupoBaHue cpaiinoe /etc/issue, /etc/ftpbanner wn /etc/motd C UenblO pa3bsICHEHUS
NoNbL30BaTENSIM MPaBUA U NOJUTUKK AOCTYNa K cepeepy ftp.

HacTtpoiika nogcuctemMbl NpOTOKOIMPOBAHUA U ayauTa

1) CnepyeT yAoCTOBEPUTLCS, YTO TOJILKO MOJIb30BATENb rOOt MEET JOCTYMN Ha 3annChb 151 CAeAYoLmMX (aiinos:

/var/log/authlog
/var/log/syslog
/var/log/messages
/var/log/sulog
/var/log/utmp
/var/log/utmpx

2) Ecnn Ha HacTpamBaemMoM cepBepe wucnosib3dyetcss web-cepeep, To cnegyer ybeanTbes, HTO TOJIBKO
"enageney"npouecca httpd nmeer goctyn Ha 3anuck k npotokonam httpd,;

3) Orpannunts (c yuveTom BblbpaHHO B OpraHu3auum nNOANTUKKM OE30MacHOCTM)  WCMONb3OBaHUE
MosIb30BATENSIMU KOMaHA Su 1 sudo — npefoCTaB/eHNsi MONb30BATENO AAMUHNCTPATUBHBLIX MOJHOMOYMIA.

4) CnepyeT npOTOKOAMPOBATb MOMBITKM WCMOIb30BaHUSt nporpamm su u sudo. [ns storo, B dpaiin
/etc/syslog.conf cnepyer fobaBuTh 3anuck:
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auth.notice /var/log/authlog
nan
auth.notice /var/log/authlog, @loghost

Btopas cTpoka aHanornyHa nepeoii, HO yKa3bIBaeT, HTO NPOTOKOJ JOMOJHUTENLHO NEPeAaeTCcs Ha cepeep cbopa
MPOTOKOJIOB.

5) Cnepyet obecnednTb NPOTOKOAMPOBAHUE HEYCMELLUHBLIX MOMLITOK PErucTpauum B CUCTEME B JIOKAJILHOM
npotokone. [1ns atoro, cneayert BbINOAHUTL CleAyOLLNE KOMAHAbI:

touch /var/adm/loginlog

chown root /var/adm/loginlog
chgrp wheel /var/adm/loginlog
chmod 644 /var/adm/loginlog

6) [ns npoTOKONMPOBaHMSI CETEBbIX COEAUHEHWUN, KOHTpoAMpyembix AemoHnom launchd (Bkntouas pgaty
n Bpemsi coeauHenusi, |P-agpec kameHTa, yCTaHOBUMBLLErO COEAMHEHWE U UMs CEpBUCa, OBCNYXMBaKOLWEro
coefuHeHne), oTpepakTupyiite onucaHus cetesbix cepeucos (telnet.plist, ftp.plist n gpyrue, ecan umetotcs) us
/System /Library/LaunchDaemons/, gobasus ctpoku:

<key>Debug</key>
<true/>
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9 TpeboBaHusi No KpunTorpacpmnyecko 3awmTe

JomkHbl BbINOAHATLECA TpeboBaHus no kpuntorpaduyeckoii 3awmTe pasgena 6 gokymenta XXKTA.00101-01
91 01.Kpuntollpo CSP. Pykosoacteo agmunuctpaTtopa besonacHoctu. Obwas yacts B Hactu, kacatoweiicas OC Mac
0sS.

Heobxoanmmo BbINOMHUTL HACTPOIKY onepaLmoHHoi cuctemsl ans pabotel ¢ CK3W no pasza. 8.2.

KOHTpoMeM LENOCTHOCTU A0JIXKHBI DbITh 0XBaYeHbl dhaiibl:

Mac OS

/opt/cprocsp/bin//cryptcp
/opt/cprocsp/bin//certmgr
/opt/cprocsp/bin//inittst
/opt/cprocsp/bin//csptestf
/opt/cprocsp/bin//der2xer
/opt/cprocsp/lib//libcapi20.4.dylib
/opt/cprocsp/1lib//libcpext.4.dylib
/opt/cprocsp/lib//libpkixcmp.4.dylib
/opt/cprocsp/lib//libasnidata.4.dylib
/opt/cprocsp/lib//1ibssp.4.dylib
/opt/cprocsp/lib//libenroll.4.dylib
/opt/cprocsp/lib//liburlretrieve.4.dylib
/opt/cprocsp/lib//libcpcdrv_emul.a
/opt/cprocsp/lib//1libcsp.4.dylib
/opt/cprocsp/lib//librdrrndmbio_tui.4.dylib
/opt/cprocsp/lib//libcppkesil.4.dylib
/opt/cprocsp/lib//librdremv.4.dylib
/opt/cprocsp/lib//librdresmarttoken.dylib
/opt/cprocsp/lib//librdresmarttokengost.dylib
/opt/cprocsp/lib//librdrrndmbio_gui.4.dylib
/opt/cprocsp/lib//1ibosxcpui.4.dylib
/opt/cprocsp/lib//librdrpcsc.4.dylib
/opt/cprocsp/lib//librdrric.4.dylib
/opt/cprocsp/sbin//ccid_reg.sh
/opt/cprocsp/bin//cpverify
/opt/cprocsp/bin//wipefile
/opt/cprocsp/bin//csptest
/opt/cprocsp/lib//librdrrdr.4.dylib
/opt/cprocsp/lib//librdrrndm.4.dylib
/opt/cprocsp/lib//librdrsup.4.dylib
/opt/cprocsp/lib//librdrdsrf.4.dylib
/opt/cprocsp/lib//1librdrfat12.4.dylib
/opt/cprocsp/lib//1libcapil0.4.dylib
/opt/cprocsp/lib//libcpui.4.dylib
/opt/cprocsp/sbin//unreg_prov_type_name.sh
/opt/cprocsp/sbin//cpconfig
/opt/cprocsp/sbin//mount_flash.sh
/opt/cprocsp/lib//librsaenh.4.dylib
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/opt/cprocsp/lib//librdrrtsupcp.4.dylib
/opt/cprocsp/bin//ssflicense
/opt/cprocsp/lib//libcpsapssf.1.dylib
/opt/cprocsp/sbin//stunnel_fork
/opt/cprocsp/sbin//stunnel_hsm
/opt/cprocsp/sbin//stunnel_thread
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[NMpnnoxxeHue A
VYnpaBsieHne npoToKoJMpoBaHnem

[ns BKNtOUeHUs /OTKAOYeHNs 3HadeHue log ncnonb3yiiTe:
1) Mac OS

[ns 3agaHns ypoBHs npoTokona:
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -mask 0x9

[ns 3agaHns dpopmata npoTokona:
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp - format 0x19

[ns npocmMoTpa Macku TekyLlero ypoBHsi 1 chopmaTta npoTokosa:
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -view

2) Mac OS yposHs sigpa

He nopaepxusaertcs.

3HayeHMeM napameTpa ypoBeHb NPOTOKONA SIBASIETCS buTOBast Macka:
N DB ERROR =1 # coobuenus ob ownbkax
N DB LOG = 8 # coobuieHusi o Bbi3oBax

3HayeHnem napametpa dopmaT NPOTOKOA SIBNSETCA BUTOBasi Macka:
DBFMT _MODULE = 1 # BbiBOgUTL nMsi Moaynsi
DBFMT_THREAD = 2 # BblBOANTbL HOMEP HUTKU

DBFMT _FUNC = 8 # BbiBOguTh nMsi cbyHKLMM

DBFMT _TEXT = 0x10 # BbiBOogMTb Camo coobLueHune

DBFMT _HEX = 0x20 # sbisognts HEX gamn

DBFMT_ERR = 0x40 # BbiBoguTb GetlLastError
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Jlnct peructpaunn nameHeHui

JlncT pernctpaunn namereHui

Homepa nuctos (cTpanuu)

Ne

N3MEHEH-
HbIX

3aMEHEH-
HbIX

HOBbIX

aHHyNMpo-
BaHHbIX

Bcero
NNCTOB
(ctpatuu) B
AOKYMeHTe

Ne
OOKYMEHTA

Bxogsnii

Ne conposo-
ANTENBHOMO
OOKYMEHTa

n pata

Mognuck

HaTa
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